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1.0 PURPOSE 

Hill International, Inc. and its operating divisions, subsidiaries, affiliates and branches (collectively, 

“Hill,” the “Company,” “we,” “us” or “our”) are sensitive to privacy issues, and it is important to us 

to protect the information provided to us by our Clients, Suppliers, and potential, current and former 

Employees. Accordingly, Hill provides this privacy and information practices policy to inform you 

about our information practices, the kinds of information we may collect, how we intend to use and 

share that information, and how you can correct or change such information (“Privacy Policy”). We 

encourage you to read this Privacy Policy in its entirety before submitting any information. By using 

Hill’s websites, submitting or requesting information, you acknowledge that you understand and agree 

with the provisions of this Privacy Policy. 
 

1.1 SCOPE 

This Privacy Policy applies to Personal Data that is Processed by Hill in the course of our business, 

including on Hill’s website located at www.hillintl.com (together with any and all future websites 

operated by or on behalf of Hill, the “Sites”). All individuals whose responsibilities include the 

Processing of Personal Data on behalf of Hill are expected to protect Personal Data by adherence to 

this Privacy Policy. This Privacy Policy is intended to meet requirements globally, including those in 

North America, Europe, APAC, and other jurisdictions.  Additionally, Hill may endeavor to protect 

your data through other legally valid methods, including international data transfer agreements. 

This Privacy Policy applies to all Hill operating divisions, subsidiaries, affiliates and branches, 

including Hill International, Inc.; Asia/Pacific Hill International Holdings PTE Ltd.; BCA Training 

Pty Limited; Beijing Hill International Construction Consulting Company Limited; Berger Hill 

Limited (JV); Binnington Copeland and Associate Pty Limited; CCTF Project Controls Specialists 

LLC (JV); Hill Construction Consultancy d.o.o Sarajevo; Hill Construction Consultancy Dooel 

Skopje; Hill Construction Management doo Belgrade; Hill International; Hill International 

(Azerbaijan) Limited; Hill International (Bucharest) SRL; Hill International (Canada) Inc.; Hill 

International (Colombia) SAS; Hill International (Germany) GmbH; Hill International (Hellas) S.A.; 

Hill International (Hong Kong) Ltd.; Hill International (Libya) Ltd.; Hill International (Middle East) 

Ltd.; Hill International (Middle East)/Jordan LLC; Hill International (New England) Inc.; Hill 

http://www.hillintl.com/
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International (North Africa) Ltd.; Hill International (Puerto Rico) Inc.; Hill International (Spain) 

S.A.U.; Hill International (Switzerland) SA; Hill International (UK) Ltd.; Hill/Red Brick Joint 

Venture, LP (JV); Hill International-APSI Construction Management, a Joint Venture, LLC (JV); Hill 

International BH d.o.o; Hill International Brasil Participacoes LTDA; Hill International Construction 

Consultancy (Cyprus) Limited; Hill International Construction Consultancy Pakistan (Private) 

Limited; Hill International Cost Consultancy (India) Private Limited; Hill International de Mexico, 

SA de CV; Hill International Development Ltd.; Hill International Engineering Consultancy LLC; 

Hill International Facilities Management Limited; Hill International Facility Services B.V.; Hill 

International Holdings Ltd.; Hill International Joint Venture (JV); Hill International Limited; Hill 

International Ltd. LLC; Hill International N.V.; Hill International Proje Yönetimi ve Danişmanlik 

A.Ş; Hill International Project Management LLC; Hill International Project Management (India) 

Private Limited; Hill International S.A.S.; Hill International Sp. zo.o; Hill International Technical 

Services, Inc.; Hill International Tunisia LLC; Hill International Vietnam Co. Limited; Knowles 

Limited; LRS Hill JV, LLC (JV); SIA Hill International Baltic; TCM Group; Hill, LiRo, HDR, a Joint 

Venture (JV); AECOM-Hill JV (JV); Louis Berger-Hill Joint Venture (JV); Hill PTA, a Joint Venture 

(JV); Legacy JV-Hill/AECOM (JV); LiRo-Hill Joint Venture (JV); Cube Hill Partners (JV); 

Atkins/Hill High Speed Rail Joint Venture (JV); and any additional subsidiary, affiliate or branch of 

Hill that we may subsequently form. This global Privacy Policy is designed to satisfy global and local 

compliance requirements; however, Hill may also maintain additional privacy policies and notices to 

address or provide additional details regarding certain additional local and foreign requirements. 
 

2.0 TRANSPARENCY/NOTICE-WHAT PERSONAL DATA WE COLLECT AND 

HOW WE USE IT 

The categories of Personal Data we may collect (directly from you or from Third Party sources) and 

our privacy practices depend on the nature of the relationship you have with Hill and the requirements 

of applicable law. We endeavor to collect information only relevant for lawful purposes of Processing. 

When we collect Personal Data from you, it may be (i) to fulfill a contract; (ii) to fulfill compliance 

obligations; (iii) to protect your or another individual’s vital interests; (iv) to perform a task in the 

public interest; or (v) for purposes of our or a Third Party’s legitimate interests, or other legal bases as 

permitted by law. We may collect certain information automatically through our Sites, services or other 

methods of web analysis, such as your Internet Protocol (IP) address, cookie identifiers, mobile carrier, 

MAC address, and other device identifiers that are automatically assigned to your computer or device 

when you access the Internet, browser type and language, geo-location information, hardware type, 

operating system, Internet service provider, pages that you visit before and after using the services, the 

date and time of your visit, the amount of time you spend on each page, information about the links 

you click and pages you view within the services, and other actions taken through use of the services 

such as preferences. 
 

Below are some of the ways we collect information and how we use it. 
 

2.1 Clients 

Hill collects Personal Data regarding its current, prospective and former clients, customers, visitors 

and guests (collectively “Clients”). Client Personal Data we collect includes information relating to the 

sale or support of Hill’s program management, project management, construction management, 

project management oversight, construction claims, dispute resolution, advisory, facilities 

management, and other consulting services, including title, name, address, phone number, email 

address, government identification (such as driver’s license or passport), and financial information 

related to payments for services or goods. Additionally, where permitted, we may collect location 
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information regarding our Client’s workers, including through GPS tracking technology on Company-

owned vehicles, tools or other devices. 
 

We acquire, hold, use and Process Personal Data about Clients for a variety of business purposes 

including to: 
 

• generally manage Client information and accounts; 

• provide Hill’s program management, project management, construction 

management, project management oversight, construction claims, dispute 

resolution, advisory, facilities management, and other consulting services; 

• undertake activities to verify or maintain the quality or safety of a service, and to 

improve, upgrade, or enhance the service; 

• respond to questions and requests; 

• provide access to certain areas and features of the Hill Sites; 

• verify Client identity; 

• communicate about Client account and activities on Hill’s Sites and systems, and, in 

Hill’s discretion, changes to any Hill policy; 

• tailor content, advertisements, and offers we serve to Clients; 

• process payment for products or services purchased; 

• improve Hill Sites and systems; 

• develop new products, processes and services; 

• short term, transient use, such as contextual customization of ads; 

• undertake internal research for technological development and demonstration; 

• enhance Client worker safety and/or performance using location-based technologies, 

tools and/or devices; 

• detect security incidents, protect against malicious, deceptive, fraudulent, or illegal 

activity, and prosecute those responsible for that activity; 

• debug to identify and repair errors that impair existing intended functionality; 

• process applications and transactions; and 

• use for purposes disclosed at the time that Clients provide Personal Data or otherwise 

with consent. 
 

2.2 Suppliers 

Hill collects Personal Data regarding its current, prospective and former suppliers, distributors, 

subcontractors and strategic partners (collectively “Suppliers”). Supplier information we collect 

relates to the management of Suppliers and the receipt of their products and services. It may include 

title, name, address, phone number, email address, government identification (such as driver’s license 

or passport), and financial information related to payment for goods and services. 
 

We acquire, hold, use and Process Personal Data about Suppliers for a variety of business purposes 
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including to: 
 

• generally manage Supplier information and accounts; 

• provide Hill’s program management, project management, construction 

management, project management oversight, construction claims, dispute resolution, 

advisory, facilities management, and other consulting services; 

• respond to questions and requests; 

• provide access to certain areas and features of our Sites; 

• verify Supplier identity; 

• communicate about Supplier account and activities on our Sites and systems, and, in 

Hill’s discretion, changes to any Hill policy; 

• tailor content; 

• process payment for products or services purchased by Hill; 

• improve Hill Sites and systems; 

• develop new products, processes and services; 

• process applications and transactions; and 

• for purposes disclosed at the time Suppliers provide Personal Data or otherwise with 

consent. 
 

2.3 Human Resources (“HR”) Data 

Hill collects Personal Data from current, prospective and former Employees, their contact points in 

case of a medical emergency, and beneficiaries under any insurance policy (“HR Data”). HR Data we 

collect may include title, name, address, phone number, email address, date of birth, passport number, 

driver’s license number, Social Security number, financial information related to credit checks, bank 

details for payroll, information that may be recorded on a CV or application form, or in Hill’s 

applicant tracking system, contact information of Third Parties in case of an emergency, and 

beneficiaries under any insurance policy. Additionally, we may collect location information regarding 

our Employees, including through GPS tracking technology on Company-owned vehicles, tools or 

other devices. We may also collect Sensitive HR Data such as details of health and disability, including 

mental health, medical leave, and maternity leave, as well as information relating to trade union 

membership. 
 

We acquire, hold, use and Process HR-related Personal Data for a variety of business purposes 

including: 
 

• workflow management, assigning, managing and administering projects; 

• HR administration and communication; 

• payroll and the provision of benefits; 

• compensation, including bonuses and long-term incentive administration, stock plan 

administration, compensation analysis, including monitoring overtime and compliance 
with labor laws, and company recognition programs; 
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• job grading activities; 

• performance and Employee development management; 

• organizational development and succession planning; 

• benefits and personnel administration; 

• absence management; 

• helpdesk and IT support services; 

• regulatory compliance; 

• internal and/or external or governmental compliance investigations; 

• internal or external audits; 

• litigation evaluation, prosecution and defense; 

• diversity and inclusion initiatives; 

• shareholder management; 

• restructuring and relocation; 

• emergency contacts and services; 

• Employee safety, including monitoring compliance with safety regulations by confirming 

Employees are not speeding or otherwise violating traffic laws; 

• compliance with statutory requirements; 

• processing of Employee expenses and travel charges; 

• sales and marketing collateral and other related purposes; 

• acquisitions, divestitures and integrations; and 

• monitoring the status of employment applications through our applicant tracking system. 

Biometric information collection. While Hill does not generally collect biometric information, we 

may collect limited biometric information, including potentially employee fingerprints and facial 

recognition, if required by certain Clients to access their job sites. Hill may also require some 

employees to provide this information in high-security situations. In these situations, the biometric 

information will only be accessible to Hill IT staff and to applicable Clients as required. 

2.4 Social Media 

Generally, online social media resources are interactive tools that enable Data Subjects to collaborate 

and share information with others. Social media resources include, but are not limited to, social 

networks, discussion boards, bulletin boards, blogs, wikis, and referral functions to share web site 

content and tools with a friend or colleague. Hill may collect Personal Data to enable Data Subjects 

to use online social media resources. We may also enable you to use these social media resources to 

post or share Personal Data with others. When using social media resources, you should take into 

careful consideration what Personal Data they share with others. Hill will comply with the terms of 

this Privacy Policy and the privacy policies applicable to the social media resources it uses. 

 

2.5 Information from Third Party Sources 
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Hill may collect information about Clients and Suppliers from Third Party sources, including email, 

phone numbers and/or other contact or business information to supplement its existing information. 

This supplemental information allows Hill to verify information that the Client or Supplier has 

provided to Hill and to enhance our ability to provide information about our business, products and 

services. Hill’s agreements with these Third Party-sources typically limit how the Company may use 

this supplemental information. 
 

2.6 Direct Mail, Email and Outbound Telemarketing 

Clients and Suppliers who provide us with Personal Data, or whose Personal Data we obtain from 

Third Parties, may receive periodic emails, mailings or phone calls from us with information on our 

products and services or upcoming special offers/events we believe may be of interest, in accordance 

with applicable law. We offer our Clients and Suppliers the option to object at any time by opting out 

of any such direct marketing communications at no cost to the individual Client or Supplier. 
 

2.7 Research/Survey Solicitations 

From time to time, Hill may perform research (online and offline) via surveys. We may engage Third 

Party service providers to conduct such surveys on our behalf. All survey responses are voluntary, 

and the information collected will be used for research and reporting purposes to help us to better 

serve Clients and Suppliers by learning more about their needs and the quality of the products and 

services we provide. The survey responses may be utilized to determine the effectiveness of our Sites, 

various types of communications, advertising campaigns and/or promotional activities. If a Client or 

Supplier participates in a survey, the information given will be used along with that of other study 

participants. We may share de-identified individual and aggregate data for research and analysis 

purposes. 
 

2.8 All Internet Users - Cookies, Pixel Tags, Web Beacons and Aggregate  Information 

2.8.1 Cookies 
 

Like many other websites, Hill may employ a cookie, or small piece of computer code that enables 

Web servers to “identify” visitors, each time an individual initiates a session on the Company’s Sites. 

A cookie is set in order to identify Data Subjects and tailor our Sites to you. Cookies do not store any 

of the Personal Data that is provided to the Hill Sites; they are simply identifiers. Data Subjects have 

the ability to delete cookie files from their own hard drive at any time. However, individuals should 

be advised that cookies may be necessary to provide access to much of the content and many of the 

features of Hill’s Sites. 
 

2.8.2 Pixel Tags/Web Beacons 
 

Hill may use “pixel tags,” also known as “web beacons,” which are small graphic files that allow us 

to monitor the use of our Sites. A pixel tag can collect information such as the Internet Protocol (“IP”) 

address of the computer that downloaded the page on which the tag appears; the URL of the page on 

which the pixel tag appears; the time the page containing the pixel tag was viewed; the type of browser 

that fetched the pixel tag; and the identification number of any cookie on the computer previously 

placed by that server. When corresponding with you via HTML capable email, we may use “format 

sensing” technology, which allows pixel tags to let us know whether you received and opened our 

email. 
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2.8.3 De-identified and Aggregated Information 
 

De-identified and aggregated information is used for a variety of functions, including the 

measurement of visitors’ interest in and use of various portions or features of the Sites. De-identified 

or aggregated information is not Personal Data, and Hill may use such information in a number of 

ways, including internal analysis, analytics and research. We may share this information with Third 

Parties for our or their purposes in a de-identified or aggregated form that is designed to prevent 

anyone from identifying you. 

 

2.8.4 Analytics 

 

Hill uses Google Analytics and other service providers to collect information regarding visitor 

behavior and visitor demographics on some of our services, and to develop website content. For more 

information about Google Analytics, please visit www.google.com/policies/privacy/partners/. You 

can opt out of Google’s collection and Processing of data generated by your use of the services by 

going to http://tools.google.com/dlpage/gaoptout. Users are bound by the Google Maps/Google Earth 

Additional Terms of Service (including Google Privacy Policy). 

 

2.8.5 How We Use Automatic Collection Technologies 

 

Our uses of the above technologies fall into the following general categories: 

• Operationally Necessary. This includes technologies that allow you access to our Services, 

applications, and tools that are required to identify irregular site behavior, prevent fraudulent 

activity and improve security or that allow you to make use of our functionality; 

• Performance Related. We may use technologies to assess the performance of our Services, 

including as part of our analytic practices to help us understand how our visitors use the 

Services; 

• Functionality Related. We may use technologies that allow us to offer you enhanced 

functionality when accessing or using our Services. This may include identifying you when 

you sign into our Services or keeping track of your specified preferences, interests, or past 

items viewed; 

• Advertising or Targeting Related. We may use first party or third-party technologies, 

(including cross-device tracking,) to deliver content, including ads relevant to your interests, 

on our Services or on third-party sites. 
 

2.9 Mobile Computing 

Hill may provide websites and online resources that are specifically designed to be compatible and 

used on mobile computing devices. Mobile versions of Hill’s Sites may require that users log in with 

an account. In such cases, information about use of each mobile version of the website may be 

associated with user accounts. In addition, Hill may enable individuals to download an application, 

widget or other tool that can be used on mobile or other computing devices. Some of these tools may 

store information on mobile or other devices like a device identifier, IP address, user settings, location 

information, mobile carrier, and the operating system of your device. These tools may transmit 

Personal Data to Hill to enable Data Subjects to access user accounts and to enable Hill to track use 

of these tools. Some of these tools may enable users to e-mail reports and other information from the 

tool. Hill may use Personal Data or non-identifiable information transmitted to the Company to 

http://www.google.com/policies/privacy/partners/
http://tools.google.com/dlpage/gaoptout
https://maps.google.com/help/terms_maps.html
https://maps.google.com/help/terms_maps.html
https://www.google.com/intl/ALL/policies/privacy/index.html
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enhance these tools, to develop new tools, for quality improvement and as otherwise described in this 

Privacy Policy or in other notices Hill provides. 
 

2.10 Automated Processing and Profiling 

While Hill currently does not participate in this practice, in the future, we may participate in profiling, 

using automated Processing of Personal Data for the purpose of making a decision. Profiling may be 

used to help us make decisions about your eligibility for employment or other business-related 

opportunities. In such cases, if and as applicable, and to the extent required by applicable law, we will 

endeavor to implement suitable safeguards, including, for example, an opportunity for you to request 

human intervention, express your point of view, contest any decisions made and request restriction 

of Processing. 
 

Profiling-based decisions will not be based on special categories of Personal Data (e.g. racial, ethnic, 

or religious information) unless (a) the Data Subject has given explicit consent to the Processing of 

those Personal Data for one or more specified purposes, except where prohibited by law; or (b) 

Processing is necessary based upon a legal public interest. 
 

Data Subjects have the right to avoid being subject to a decision based solely on automated 

Processing, including profiling, which has legal consequences to the Data Subject. The decision based 

on automated Processing may nonetheless be made provided it is (a) necessary for entering into, or 

performance of, a contract between Hill and the Data Subject; (b) authorized by law to which Hill is 

subject to and which also lays down suitable measures to safeguard the Data Subject's rights and 

freedoms and legitimate interests; or (c) based on the Data Subject's explicit consent. 

 

3.0 CHOICE/MODALITIES TO OPT OUT (RIGHT TO OBJECT TO PROCESSING) 

You have the right to object to and opt out of certain uses and disclosures of your Personal Data, as 

set out in this Privacy Policy. 
 

3.1 General 

Where you have consented to Hill’s Processing of your Personal Data or Sensitive Personal 

Information (“Sensitive Data” or “Sensitive Personal Information” as defined below), you may 

withdraw that consent at any time and opt out. Additionally, before we use Personal Data for any new 

purpose not consistent with the uses described in this Privacy Policy, we will provide information 

regarding the new purpose and give you the opportunity to opt out. 

 
Prior to disclosing Sensitive Data to a Third Party or Processing Sensitive Data for a purpose other 

than its original purpose or the purpose authorized subsequently by the Data Subject, Hill will 

endeavor to obtain each Data Subject’s explicit consent (opt-in) where required by law. Where 

consent of the Data Subject for the Processing of Personal Data is otherwise required by law or 

contract, Hill will comply with the law or contract. 
 

3.2 Email and Telephone Communications 

An “Unsubscribe” button will be provided at the top or bottom of marketing-related email 

communications sent by Hill so that you can opt-out. However, we will continue to send transaction- 

related emails regarding products or services you have requested. 
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3.3 HR Data 

With regard to Personal Data that Hill receives in connection with the employment relationship, Hill 

will use such Personal Data only for employment-related purposes (e.g., tax, payroll, benefits), as 

more fully described in Section 2.3 above. If Hill intends to use this Personal Data for any other 

purpose, Hill will provide the Data Subject with an opportunity to opt-out of such uses (e.g., charity, 

health club membership). Employees in certain jurisdictions, such as California, the European Union, 

and India, have the right to ask for their Personal Data to be deleted by contacting Hill’s Privacy 

Officer/Grievance Officer at privacyofficer@hillintl.com. Hill may retain Personal Data that is 

necessary for the performance of the employment and for internal purposes we describe to you. 
 

3.4 Automated Processing and Profiling 

When data is collected, Hill will inform the Data Subject that profiling will occur, and also the 

reasoning and anticipated consequences of such Processing. The Data Subject may request at any time 

that Hill provide confirmation of any Processing, including profiling and its consequences. The Data 

Subject has the right to object to profiling at any time; the Processing must cease unless Hill has a legal 

basis that overrides the interests, rights and freedoms of the Data Subject. 

 

3.5 “Do Not Track” 

Do Not Track (“DNT”) is a privacy preference that users can set in certain web browsers. DNT is a 

way for users to inform websites and services that they do not want certain information about their 

webpage visits collected over time and across websites or online services. Note that Hill does not 

currently respond to DNT signals. 

 

3.6 Cookies and Interest-Based Advertising 

 

You may stop or restrict the placement of cookies on your computer or remove them from your 

browser by adjusting your web browser preferences. Please note that cookie-based opt-outs are not 

effective on mobile applications. However, on many mobile devices, application users may opt out of 

certain mobile ads via their device settings. 

 

The online advertising industry also provides websites from which you may opt-out of receiving 

targeted ads from data partners and our other advertising partners that participate in self-regulatory 

programs. You can access these, and also learn more about targeted advertising and consumer choice 

and privacy, at www.networkadvertising.org/managing/opt_out.asp, or 

http://www.youronlinechoices.eu/ and www.aboutads.info/choices/. 

Advertisements on Third-Party websites that contain the AdChoices link and that link to this Privacy 

Policy may have been directed to you based on information collected by advertising partners over 

time and across websites. These advertisements provide a mechanism to opt-out of the advertising 

partners’ use of this information for interest-based advertising purposes. 
 

4.0 ONWARD TRANSFER 

The categories of third parties with whom we share your information, and the purposes for this 

sharing, are described below. Hill does not sell or otherwise disclose Personal Data about you, except 

as described in this Privacy Policy or as you explicitly consent.  
 

4.1 Third Parties That May Receive Personal Data 

mailto:privacyofficer@hillintl.com
http://www.networkadvertising.org/managing/opt_out.asp
http://www.youronlinechoices.eu/
http://www.aboutads.info/choices/
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To other Clients and Suppliers. As part of our Services, we may share the information described in 

Sections 2.1 and 2.2 with other Clients and Suppliers in order to create and track project proposals. 

Service Providers. We may share your Personal Data with our third-party service providers who use 

that information: to provide you with a product or service that you have requested; to provide HR 

related services including, but not limited to, applicant recruitment, evaluation and management 

services, payroll services, insurance and other employee-related benefits, facilities management, 

security, travel services, and cellular service; and to provide insurance, security, and facilities 

management, IT, hosting, payment processing, customer service, and related services. 

 Payment information will be used and shared only to effectuate your order and may be stored by a 

service provider for purposes of future orders. Hill requires our service providers to agree in writing 

to maintain the confidentiality and security of Personal Data they maintain on our behalf and not to use 

it for any purpose other than the purpose for which Hill retained them.  

Business Partners. We may share your Personal Data to business partners with whom we jointly 

offer products or services.  

Advertising Partners. Through our Services, we may allow third party advertising partners to set 

cookies and other tracking tools to collect information regarding your activities and your device 

(e.g., your IP address, cookie identifiers, page(s) visited, location, time of day). These advertising 

partners may use this information (and similar information collected from other websites) for 

purposes of delivering targeted advertisements to you when you visit third party services within 

their networks. This practice is commonly referred to as “interest-based advertising”, “cross-context 

behavioral advertising” or “personalized advertising.”  If you prefer not to share your Personal Data 

with third-party advertising partners, you may follow the instructions in Section 3.6 above to opt 

out. 

 

Disclosure to Affiliated Companies. We may share your Personal Data with our operating divisions, 

subsidiaries, affiliates and branches to share knowledge of our users in different markets and 

otherwise run our business. 
 

Disclosures to Protect Ourselves or Others. We may disclose information about you: (i) if we are 

required to do so by law, court order, subpoena or legal process; (ii) in response to lawful requests by 

public authorities, including to meet national security or law enforcement requirements; (iii) under 

the discovery process in litigation; (iv) to enforce Hill policies or contracts; (v) to collect amounts 

owed to Hill; (vi) when we believe disclosure is necessary or appropriate to prevent physical harm or 

financial loss or in connection with an investigation or prosecution of suspected or actual illegal 

activity; or (vii) in the good faith belief that disclosure is otherwise necessary or advisable. In addition, 

from time to time, server logs may be reviewed for security purposes - e.g., to detect unauthorized 

activity on the Sites. In such cases, server log data containing IP addresses may be shared with law 

enforcement bodies in order that they may identify users in connection with their investigation of the 

unauthorized activities. 
 

Disclosure in the Event of Merger, Sale, or Other Asset Transfers. We reserve the right to disclose 

or transfer any information we have about you in the event of a proposed or actual purchase, any 

reorganization, sale, lease, merger, joint venture, assignment, amalgamation or any other type of 

acquisition, disposal or financing of all or any portion of our business or of any of the business assets 

or shares (including in connection with any bankruptcy or similar proceeding). Should such an event 

occur, Hill will disclose your Personal Data in accordance with applicable law, and notify you of this 
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change as required by law and/or contract. 
 

4.2 Non-US Data Transfers 

You agree that all Personal Data sent or collected by Hill may be transferred, Processed, and stored 

anywhere in the world, including but not limited to, in the United States, on the cloud, our servers, 

the servers of our affiliates or the servers of our service providers. By providing information to Hill, 

you explicitly consent to the storage of your Personal Data in these locations, which may have privacy 

protections less stringent than your jurisdiction. 
 

5.0 YOUR RIGHTS 
 

In accordance with applicable law, you may have the right to: 

• Access to and Portability of Your Personal Data, including: (i) confirming whether we are 

processing your Personal Data; (ii) obtaining access to or a copy of your Personal Data; (iii) 

receiving an electronic copy of Personal Data that you have provided to us, or asking us to send that 

information to another company (the “right of data portability”); 

• Request Correction of your Personal Data where it is inaccurate or incomplete. In some cases, we 

may provide self-service tools that enable you to update your Personal Data or we may refer you to 

the controller of your Personal Data who is able to make the correction; 

• Request Deletion of your Personal Data, subject to certain exceptions prescribed by law; and 

Request Restriction of or Object to our processing of your Personal Data, including the right to (i) 

withdraw your consent to processing, (ii) opt in or opt out of the sale of certain of your Personal Data 

to third parties, (iii) object to or restrict the processing of your Sensitive Personal Information, or (iv) 

opt out of the processing of your personal information for purposes of (a) targeted advertising, and (b) 

profiling in furtherance of decisions that produce legal or similarly significant effects concerning you, 

if applicable, where each such requests are permitted by law. If you would like to exercise any of these 

rights, contact us as set forth in Section 8 below. We will process such requests in accordance with 

applicable laws.  You have the right to not receive discriminatory treatment as a result of your exercise 

of these rights. 

Although Hill makes good faith efforts to provide individuals with access to their Personal Data, there 

may be circumstances in which Hill is unable to provide access, including but not limited to: where 

the information contains legal privilege, would compromise others’ privacy or other legitimate rights, 

where the burden or expense of providing access would be disproportionate to the risks to the 

individual’s privacy in the case in question or where it is commercially proprietary. If Hill determines 

that access should be restricted in any particular instance, we will endeavor to provide you with an 

explanation of why that determination has been made within any required time frames, a contact point 

for any further inquiries and any other legally required information.  
 

6.0 RETENTION 
 

Hill retains the Personal Data we receive as described in this Privacy Policy based on the following 

criteria. We will retain Personal Data for as long as you use our Sites or as necessary to fulfill the 

purpose(s) for which it was collected, provide our products and services, resolve disputes, establish 

legal defenses, conduct audits, pursue legitimate business purposes, enforce our agreements, or based 

upon such other criteria, including, but not limited to, the sensitivity and volume of such data, required 

to comply with contracts, Hill policies and applicable laws.  Additionally, we endeavor to retain all 
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such Personal Data in accordance with legal requirements. 
 

7.0 SECURITY 

The security of all Personal Data provided to Hill is important to us, and Hill takes reasonable steps 

designed to protect your Personal Data, including against unauthorized or unlawful Processing and 

against accidental loss, destruction or damage, endeavoring to use appropriate technical or 

organizational measures. Unfortunately, no data transmission over the Internet or storage of 

information can be guaranteed to be 100% secure. As a result, while Hill strives to protect your 

Personal Data, we cannot ensure or warrant the security of any information you transmit to Hill, and 

you do so at your own risk. If we learn of a security system’s breach, we will notify you as required 

under applicable law.  

 

8.0 REDRESS / COMPLIANCE AND ACCOUNTABILITY 

If after reviewing this Privacy Policy, you would like to contact us about our privacy practices or 

exercise any of your data subject rights, please send a written request to: 

Hill International, Inc. 

Attn: Privacy Officer/Grievance Officer  

One Commerce Square 

2005 Market Street, 17th Floor 

Philadelphia, PA 19103 

1-833-235-4057 

privacyofficer@hillintl.com 
 

Hill will address your concerns and attempt to resolve any privacy issues in a timely manner, as 

required under applicable law.  
 

9.0 OTHER RIGHTS AND IMPORTANT INFORMATION 

 
9.1 Information Regarding Children 

Due to the nature of Hill’s business, services and benefits, we do not market to minors. Hill does not 

knowingly solicit or collect Personal Data from children under the age of 13, in accordance with or 

as required by local law (e.g., for our Employees’ children – birth certificate, dependent declarations, 

day care center data, school attendance information, identification cards and other data for tax, 

benefits or other necessary purposes). If we learn that we have collected other Personal Data from a 

child under the age of 13 (or 16 with respect to EU citizens, unless an EEA member state shall 

otherwise specify), we will endeavor to promptly delete that information, unless we have a legal 

obligation to retain it, and delete any associated account by that underage user. 
 

9.2 Links to Third Party Websites 

Please note that our Sites may contain links to other websites for your convenience and information. 

Hill does not control Third Party websites or their privacy practices, which may  differ from those set 

out in this Privacy Policy. Hill does not endorse or make any representations about Third Party 

websites. Any Personal Data you choose to give to unrelated Third Parties is not covered by this 

Privacy Policy. Hill encourages you to review the privacy policy of any company or website before 

submitting your Personal Data. Some Third Parties may choose to share their users’ Personal Data 

mailto:privacyofficer@hillintl.com
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with Hill; that sharing is governed by that company’s privacy policy, not this Privacy Policy. 
 

9.3 Changes to the Privacy Policy 

Hill may update this Privacy Policy from time to time as it deems necessary in its sole discretion. If 

there are any material changes to this Privacy Policy, Hill will notify you by email, through a notice 

on this Site or as otherwise required by applicable law. Hill encourages you to review this Privacy 

Policy periodically to be informed regarding how Hill is using and protecting your Personal Data and 

to be aware of any policy changes. Your continued relationship with Hill after the posting or notice 

of any amended Privacy Policy shall constitute your agreement to be bound by any such changes. Any 

changes to this Privacy Policy take effect immediately after being posted or as otherwise provided by 

Hill. 
 

9.4 Compliance 

This Privacy Policy shall be implemented by Hill and all its operating divisions, subsidiaries and 

affiliates. Hill has put in place mechanisms to verify ongoing compliance with this Privacy Policy. 

Any Employee who violates these privacy principles will be subject to disciplinary procedures. 
 

10.0 DEFINITIONS 

“Agent” means any Third Party that processes Personal Data pursuant to the instructions of, and 

solely for, Hill or to which Hill discloses Personal Data for use on its behalf. 

 

“Data Subject” is an identified or identifiable natural person. 
 

“Employee” refers to any current, temporary, permanent, prospective or former employee, director, 

contractor, consultant, worker or retiree of Hill or its subsidiaries worldwide. 
 

“Personal Data” is any information relating to an identified or identifiable natural person (“Data 

Subject”) according to how personal data, personal information, or other similar terms are defined 

under applicable law and includes Sensitive Personal Information or Sensitive Data (each, as defined 

below); an identifiable natural person is one who can be identified, directly or indirectly, in particular 

by reference to an identifier such as a name, an identification number, location data, an online 

identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person. 
 

“Process” or “Processing” means any operation or set of operations which is performed upon 

Personal Data or sets of Personal Data, whether or not by automatic means, such as collection, 

recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, 

disclosure by transmission, dissemination or otherwise making available, alignment or combination, 

restriction, erasure or destruction. 
 

“Sensitive Personal Information” or “Sensitive Data” is a subset of Personal Data, which due to its 

nature has been classified by law or by policy as deserving additional privacy and security 

protections. Sensitive Personal Information consists of the following or as otherwise defined by 

applicable local law (a) all government-issued identification numbers (including US Social Security 

numbers, Canadian Social Insurance numbers, driver’s license numbers and passport numbers); (b) 

Individual financial account numbers (bank account numbers, credit card numbers, and other 

information if that information would permit access to an Data Subject’s financial account); (c) Data 
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Subject medical/health records (e.g., fitness for duty information); (d) Personal Data obtained from 

a US individual reporting agency and subject to the Fair Credit Reporting Act; and (e) Personal Data 

regarding EU-residents that is classified as “Special Categories of Data” under EU law, which 

consists of the following data elements: (1) race, (2) ethnicity, (3) religion or political beliefs, (4) 

trade union membership, (5) health information or biometric data, (6) sexual orientation or 

information about the Data Subject’s sex life, and (7) information about crimes or alleged crimes 

committed by the Data Subjects. 

 

“Third Party” or “Third Parties” is/are any natural or legal person(s), public authority, agency or 

body other than the Data Subject, Hill or Hill’s agents. 

 
11.0 CALIFORNIA NOTICE AT COLLECTION AND SUPPLEMENTAL NOTICE FOR RESIDENTS    

OF CERTAIN U.S. STATES 

 

This Supplemental Notice for residents of states that have adopted comprehensive privacy legislation 

and others that may come into effect from time to time, including, but not limited to, California, 

Connecticut, Colorado, Utah, Iowa, and Virginia (collectively, “Applicable State Laws”).  

 

Sharing in the last 12 months. . The following table describes the categories of Personal Data Hill has 

collected from Clients and Suppliers in the preceding 12 months, and whether we have disclosed that 

Personal Data for a business purpose (e.g., to a service provider).  For more information about each 

category of third party, see Section 4.1 above. 

 

Category 

 

Category of Third Parties 

Information is Disclosed to 

Identifiers 

A real name, postal address, unique personal identifier, online 

identifier, Internet Protocol address, email address, account name, or 

other similar identifiers. 

• Other Clients and Suppliers 

• Data Analytics Providers 

• Service Providers 

 

Personal information categories listed in the California Customer 

Records statute (Cal. Civ. Code § 1798.80(e))  

A name, signature, Social Security number, physical characteristics or 

description, address, telephone number, passport number, driver's 

license or state identification card number, insurance policy number, 

education, employment, employment history, bank account number, 

credit card number, debit card number, or any other financial 

information, medical information, or health insurance information. 

• Other Clients and Suppliers 

• Data Analytics Providers 

• Service Providers 

Sensitive personal information 

A Social Security, driver’s license, state identification card, or 

passport number, an account log-in, financial account, debit card or 

credit card number in combination with any required security or 

access code, password, or credentials allowing access to an account, 

precise geolocation, racial or ethnic origin, religious or philosophical 

beliefs, or union membership, contents of a consumer’s mail, email, 

• Service Providers 
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and text messages unless the business is the intended recipient of the 

communication, or genetic information. 

Protected classification characteristics under California or federal law 

Age (40 years or older), race, color, ancestry, national origin, 

citizenship, sex veteran or military status (as found on government 

ID). 

• Other Clients and Suppliers 

• Service Providers 

Commercial information 

Records of products or services purchased, obtained, or considered, or 

other purchasing histories. 

• Data Analytics Providers 

• Service Providers 

 

Internet or other electronic network activity 

Browsing history, information on a consumer's interaction with an 

internet website, application, or advertisement. 

• Data Analytics Providers 

• Service Providers 

Geolocation data 

Physical location or movements of Client employees (of Company-

owned vehicles, tools or other devices) 

• Other Clients and Suppliers 

• Data Analytics Providers 

• Service Providers 

Inferences drawn from other personal information to create a profile 

about a consumer. 

Profile reflecting a consumer's preferences. 

• Data Analytics Providers 

• Service Providers 

 

The following table describes the categories of Personal Data Hill has collected from Employees and 

Contractors in the preceding 12 months, and whether we have disclosed that Personal Data for a business 

purpose (e.g., to a service provider).  

Category 

 

Category of Third 

Parties Information is 

Disclosed to 

Identifiers 

A real name, alias, postal address, unique personal identifier, online 

identifier, Internet Protocol address, email address, account name, Social 

Security number or other similar identifiers. 

• Government entities 

(as part of a proposal 

or project only) 

• Service Providers 

 

Personal information categories listed in the California Customer Records 

statute (Cal. Civ. Code § 1798.80(e)) 

A name, signature, Social Security number, physical characteristics or 

description, address, telephone number, passport number, driver's license or 

state identification card number, insurance policy number, education, 

employment, employment history, bank account number, credit card 

number, debit card number, or any other financial information, medical 

• Government entities 

(as part of a proposal 

or project) 

• Service Providers 
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information, or health insurance information.  

Sensitive personal information 

A Social Security, driver’s license, state identification card, or passport 

number, an account log-in, financial account, debit card or credit card 

number in combination with any required security or access code, password, 

or credentials allowing access to an account, precise geolocation, racial or 

ethnic origin, religious or philosophical beliefs, or union membership, 

contents of a consumer’s mail, email, and text messages unless the business 

is the intended recipient of the communication, or genetic information. 

• Government entities 

(for compensation, 

taxes and other 

administrative 

purposes) 

• Service Providers 

Protected classification characteristics under California or federal law 

Age (40 years or older), race, color, ancestry, national origin, citizenship, 

marital status, medical condition, physical or mental disability, sex 

(including gender, gender identity, gender expression, pregnancy or 

childbirth and related medical conditions), sexual orientation, veteran or 

military status, genetic information (including familial genetic information). 

• Service Providers 

Geolocation data 

Physical location or movements (of Company-owned vehicles, tools or other 

devices). 

• Service Providers 

Biometric information 

Biological characteristics that can be used to establish individual identity, or 

imagery of the iris, retina, fingerprint, face, hand, palm, vein patterns, and 

voice recordings, from which an identifier template such as a faceprint, a 

minutiae template, or a voiceprint, can be extracted. 

• Government entities 

(as part of security 

for a project only) 

• Service Providers 

Professional or employment-related information 

Current or past job history or performance evaluations. 

• Government entities 

(as part of a proposal 

or project only) 

• Service Providers 

 

In addition, we may share any data we hold about you with the parties described in Section 4.1 above.  

How We Collect and Use Your Personal Data. Information about the sources from which we collect 

Personal Data and the purposes for which we collect such information are set forth in Section 2 

“Transparency/Notice-What Personal Data We Collect and How We Use It.” Examples of these 

purposes include: (i) to provide our services to you, (ii) to advertise and market our products and 

services to you, (iii) to comply with our legal obligations, and (iv) to ensure security and integrity of our 

systems.  

 

“Sales” of Personal Information under the California’s CCPA and other state laws. For purposes of 

Applicable State Laws, we do not “sell” personal information, nor do we have actual knowledge of any 

“sale” of personal information of minors under 16 years of age as the term “sell” is commonly 

understood. That said, we may share your (i) “identifiers” (online identifiers only), (ii) “Internet or other 

electronic network activity”, and (iii) “inferences drawn from other personal information” (inferences 

based on online identifiers only) with third-party advertising partners for the purpose of promoting our 
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Services as described above, such as for cross-context behavioral advertising. To the extent that such 

sharing is considered a “sale” or “sharing” or disclosing for targeted advertising under California or 

other Applicable State Law, you may limit such sharing by:  

 

• Modifying Your Cookie Preferences. When you first visit our website, you will be presented 

with a banner which offers you a choice to accept our use of cookies and similar tracking 

technologies, the use of which may constitute a “sale” or “share” of personal information under 

applicable law. Our cookie banner also includes a link to a “Cookie Settings” menu, on which 

you may enable or disable cookies by category. Please note that your request to opt-out of 

sale/sharing will be linked to your browser identifier only. If you use a different computer or 

Internet browser to access our sites, you will need to renew your cookie management choices. 

 

• Global Privacy Control. You may exercise your opt-out right by broadcasting an opt-out 

preference signal, such as the Global Privacy Control (GPC) (on the browsers and/or browser 

extensions that support such a signal). Please note that your request to opt-out of sale/sharing 

will be linked to your browser identifier only. If you use a different computer or Internet 

browser to access our sites, you will need to renew your opt-out request.   

 

Sensitive Personal Information. As outlined in the charts above, we only process Sensitive Personal 

Information relating to our employees. This processing is carried out exclusively for the purposes 

outlined in Section 2.3 above, to the extent permitted under law. This processing activity may include 

service providers and government entities.  

 

Retention. As outlined in Section 6, Hill will retain Personal Data for as long as you use our Sites or 

as necessary to fulfill the purpose(s) for which it was collected, provide our products and services, 

resolve disputes, establish legal defenses, conduct audits, pursue legitimate business purposes, enforce 

our agreements, or based upon such other criteria required to comply with contracts, Hill policies and 

applicable  laws. 

 

Your Privacy Rights. You, or, for California residents, your authorized agent, may make a verifiable 

consumer request related to your personal information, to exercise the rights described in Section 5 

above. To designate an authorized agent, please contact us as described in Section 8 above and 

provide written authorization for the agent you would like to exercise your rights. To protect your 

account, we may verify your identity, for instance by asking you questions about your use of our 

services. 

 

12.0 SUPPLEMENTAL NOTICE FOR NEVADA RESIDENTS 

 

If you are a resident of Nevada, you have the right to opt-out of the sale of certain Personal Data to 

third parties who intend to license or sell that Personal Data. You can exercise this right by contacting 

us at privacyofficer@hillintl.com with the subject line “Nevada Do Not Sell Request” and providing 

us with your name and the email address associated with your account. Please note that we do not 

currently sell your Personal Data as sales are defined in Nevada Revised Statutes Chapter 603A. 

 

13.0    SUPPLEMENTAL NOTICE FOR CHINA RESIDENTS 
This Supplemental Notice for China only applies to our processing of Personal Data that is subject to 

the applicable data protection laws of China, including the Personal Information Protection Law 

(“PIPL”). 
  

mailto:privacyofficer@hillintl.com
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Your Privacy Rights.  In addition to the applicable rights listed above in Section 5, you have the 

following additional data subject rights: the right to request an explanation on how your Personal Data 

is handled, the right to file a lawsuit, and the right to allow your next of kin to exercise any of your 

rights unless other arrangements have been made before your death.  For purposes of the PIPL, the 

Hill Privacy Officer/Grievance Officer is your data handler, and data subject requests may be directed 

to the contact information provided in Section 8 above. 
  
International Transfers. When transferring Personal Data which originates in China internationally, 

we will comply with the applicable requirements governing the transfer and processing of such data.   

Providing Hill information for employment or otherwise during the Services or through the website 

constitutes your consent for our international transfer of your data.   

 

List of Entrusted Persons.  If permitted under applicable law, data subjects may request a copy of 

our service providers (entrusted persons). 
 

14.0 SUPERSEDED DOCUMENTS 
 

Document Number & Revision Title 

DMWEST #6675537 v2 (August 2015) Hill International Inc., Safe Harbor Privacy Policy 

(May 2017) Hill International, Inc., Privacy Shield Policy 

15.0 CHANGE LOG 

Document all modifications to this Policy by date (oldest to the most recent), and include when 

Policy was initially released and expired. 
 

Date Rev Change Made Reason Name 

September 23, 2016 A New Policy EU-U.S. Privacy Shield Aileen R. Schwartz 

April 12, 2017 B Revised Policy Swiss-U.S. Privacy Shield Aileen R. Schwartz 

May 8, 2017 C Revised Policy Information Regarding 

Children Updated Legal 

Entities 

Aileen R. Schwartz 

May 26, 2017 D Revised Policy Information Regarding 

Applicant Tracking 

Updated 

Aileen R. Schwartz 

March 1, 2018 E Revised Policy Information Regarding 

Automated Profiling 

Updated 

Aileen R. Schwartz 

September 24, 2018 F Revised Policy Updated to address 

Business Units, Legal 

Entities, Mobile 

Applications and 

Analytics 

Aileen R. Schwartz 
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May 2, 2019 F Revised Policy Updated to address 

Title Changes, Legal 

Entities, Analytics and 

New Privacy 

Requirements 

Aileen R. Schwartz 

September 21, 2020 G Revised Policy Updated to address 

New CCPA and Other 

Privacy Requirements 

Aileen R. Schwartz 

August 10, 2021 H Revised Policy Removed Privacy 

Shield and updated list 

of affiliates, and added 

reference to India 

Aileen R. Schwartz 

August 9, 2022 I Revised Policy Updated New CPRA, 

PIPL, and other 

Privacy Requirements  

Aileen R. Schwartz 

April 28, 2023 J Revised Policy Updated to address 

Final CCPA/CPRA 

Regulations 

Aileen R. Schwartz 

 


